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Catcgory | PUBIEIOPET



Promotional materials, such &
Prospectus and recruitment
information.

Public lectures/seminars.
University policies and

procedures, guidance and
FAQs.

Course and module related
material.

Recordings of teaching
activities and meetings.

Except where the above also
contain Sensive or Protected
information and then the
higher classification shall be
applied.

Commercially or financilg
valuable information.

Student coursework and
examinations.

General research data held b
academic staff.

Financial data such as card
holder data.

Research data specifically
covered by patent or legal
agreement.

Information protected by
clauses in commercial
y contracts.

Information relating to
criminal activity, investigations
or convictions.

Highly sensitive Wisiness or
financial information.

U

Protective
markings

None required

All informaion must be clearly and visibly marked according to its classificatlia.should
include the classification in the email subject line or on the outside of documents, folders, si
solutions et¢ or in the meeting invitation

orage

Availability on the
University’s
website

Access controls

All Public/Open information
can be made available via the
University’spublidy accessible

webpages
None—information is publicly
available

Information should only be available on the website via

authenticated secure acced®r example, requiring a Sussex available via the website.

user log on.

Available to relevant
Universitystaff, studentsand
associates,

Electronic access requires
authenticaton.

Available only to specifically
authorised Universitgtaff,
studentsor associates, who
require access to the
information.

Information should not b







Transfer

Information may be
transferred freely, internally
and publicly.

Information may be emailed
internally {.e.to University of
Sussex email addresses)
without additional measures
in place.

Anyexternaltransfer of
information should be with
the use of appropriate
password protection.

Information may be stieed on
personal devices on a
temporary basis but only if
information security
arrangements arén place,
including appropriate
software, encryption and
password protectionand in
compliance with the Bring
Your Own Device Policy
Information should be shared
wherever possible by sharing
its storage location and only
granting access to intended
recipients.

Information may be emailed
internally {.e.to University of
Sussex email addresses)

without additional measures
in place. Anexternaltransfer

protected, taking care to avoi(
loss or theft.

Restricted informatiommust
not be stored on personal
devices.







